1Anonymous Connections and Anonymous Connections and Onion RoutingOnion RoutingDavid Goldschlag, Michael Reed, and Paul SyversonCenter for High Assurance Computer SystemsNaval Research LaboratoryWashington, D.C.

2

Who is Talking to Whom?Who is Talking to Whom?In a Public Network:uPacket headers identify recipientsuPacket routes can be trackedEncryption does not hide routing information.InitiatorPublic NetworkResponder

3Traffic Analysis Reveals Traffic Analysis Reveals IdentitiesIdentitiesWho is talking to whom may be confidential or private:uWho is searching a public database?uWhich companies are collaborating?uWho are you talking to via e-mail?uWhere do you shop on-line?

4ObjectiveObjectiveDesign an infrastructure thatuMakes traffic analysis harduSeparates identification from routinguIs reusable across many applicationsOur goal is anonymous connections, not anonymous communication.An infrastructure, Onion Routing, has been implemented.

5Traffic AnalysisTraffic AnalysisFocus on three components:uHide routing headersuComplicate statistical inferencesuBalance load

6

Onion Routing: Network Onion Routing: Network InfrastructureInfrastructureAnonymous connections areuRouted through Chaum MixesuMultiplexed between MixesInitiatorResponderOnion Routers

7The Basic Configuration: Sensitive sites control Onion Routing Proxies (which also function as intermediate Onion Routers).Proxies interface between Applications and the Network Infrastructure.Onion Routing: Proxy Onion Routing: Proxy InterfaceInterfaceResponder

Onion RoutingProxiesInitiator

WXYZ

8ApplicationsApplicationsMany applications can use Proxies:uWeb browsinguRemote loginue-mailuFile transfer

9Threat Model: Active and Threat Model: Active and Passive AttacksPassive AttacksuAll traffic is visibleuAll traffic can be modifieduOnion Routers may be compromiseduCompromised Onion Routers may cooperateuTiming coincidences

10Using Onion RoutingUsing Onion RoutingFour Steps:uDefine the routeuConstruct the anonymous connectionuMove data through the connectionuDestroy the anonymous connection

11Defining Defining thethe Route RouteThe Initiator�s Proxy, W, makes an Onion:(X Connect to Y, )

(Y Connect to Z, )

Responder

Public NetworkInitiator

WXYZ

12Constructing the Constructing the Anonymous ConnectionAnonymous ConnectionThe Onion moves between Onion Routers.

InitiatorResponderPublic Network

WXYZ

13Moving Data ForwardMoving Data ForwarduThe Initiator�s Onion Routing Proxy repeatedly crypts the data.uEach Onion Router removes one layer of cryption.uThe Responder�s Onion Routing Proxy forwards the plaintext to the Responder.

texttexttexttexttext

InitiatorResponderPublic Network

WXYZ

14Moving Data BackwardMoving Data BackwarduThis is just the reverse of sending data forward.uEach Onion Router adds one layer of cryption.uThe Initiator�s Onion Routing Proxy removes the layers of cryption and forwards the plaintext to the Initiator.

texttexttexttexttext

InitiatorResponderPublic Network

WXYZ

15Destroying the Anonymous Destroying the Anonymous ConnectionConnectionDestroy Messagesuare forwarded along the connectionucleaning up tables along the waydestroydestroy

texttext

InitiatorResponderPublic Network

WXYZ

16An Initiator�s Onion Routing Proxy can create a Reply Onion that defines a route back to him.Reply OnionsReply Onions

(Z Connect to Y, )

(Y Connect to X, )

(X Connect to W, )

texttexttexttexttext

InitiatorResponderPublic Network

WXYZ

17ImplementationImplementationWorking Onion Routing prototype.Proxies for:uWeb browsing (HTTP)uRemote login (RLOGIN)ue-mail (SMTP)uFile transfer (FTP)and anonymizing Web and mail proxies.

18PerformancePerformance5 Onion Routers running on a single UltraSparc 2270.Connection setup: 0.5 second cryptographic overhead.(This cost can be amortized by using sockets for longer connections.)

19VulnerabilitiesVulnerabilitiesTiming Coincidences:uDo two parties often open new connections at the same time?uThis is not detectable in communication between two sensitive sites.Traffic Analysis: Load BalancinguTradeoff between security and costuIs this feasible on the Internet?

20Onion Routing Network Onion Routing Network ConfigurationsConfigurationsThe Basic ConfigurationHierarchical like the InternetCustomer--ISP ModeluUser makes onions on his PCuPC routes through ISP�s onion routerEven the ISP cannot determine the PC�s destination.

21Other ApplicationsOther ApplicationsIRC: Two parties make anonymous connections to an IRC server, which mates the two connections.Neither party has to trust the other.

WXYIRC Server ACB

22To Make a Call:uPhone makes anonymous connection to billing station through local base station.uPhone identifies itself to billing station which completes the call.To Call a Cellular Phone:uPage the phone over a wide region.Side Benefit:uVery low standby power consumption.Hide Location of Cellular PhonesHide Location of Cellular Phones

Billing Station

23Private Location TrackingPrivate Location TrackingHome station tracks location:uActive badge contacts room sensor.uRoom sensor queries database for a reply onion over an anonymous connection.uSensor contacts home station using reply onion.uHome station updates database over an anonymous connection.Active BadgesCompeting Goals:Track users�s location.But, keep location information private.

24DiscussionDiscussionuEfficiency: Cryptographic overhead is no worse than link encryption between routers.uOnion Routing Proxies must also be intermediate Onion Routers.

25Cryptographic OverheadCryptographic OverheadAlong an (n+1)-Node route:uData is encrypted n timesuData is decrypted n timesBut, pre-crypting provides (for free):uLink encryptionuEnd to end encryptionuData hiding: the same data looks different to each node

26Related WorkRelated WorkChaum�s MixesBabel: Mixes for e-mailAnonymous ISDN: Mixes in a local ISDN switch

27ConclusionConclusionuTo be effective, Onion Routing must be widely used.uOnion Routing supports a wide variety of unmodified services using proxies. uAnonymity is placed at the application layer.uThe goal here is anonymous routing, not anonymity.

28ReferencesReferenceshttp://www.itd.nrl.navy.mil/ITD/5540/projects/onion-routingWho would like to run an Onion Router?